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Abstract— A biologically inspired algorithm is presented to their environment implicitly spreads information about net-
route messages in mobile wireless ad-hoc networks. The prin- work conditions and thus reduces the need to generate explicit
ciples of swarm intelligence are used to define a probabilis- conirg| traffic. The method of communicating information

tic algorithm for which routing through paths of maximum . directly th h th . tis K i
throughput is an emergent property. This adaptive algorithm, indirectly throug € environment IS known as stigmergy.

dubbed Termite, uses stigmergy to reduce the amount of control ]
traffic needed to maintain a high data goodput. Stigmergy is a A. Previous Work
process by which information is indirectly communicated between A great deal of literature has been published in the field of

individuals through their environment. The Termite environment ting i bile ad-h tworks. Earl | timi
is the contents of all routing tables. The movement of packets is routing in mobile ad-noc NEetworks. Early proposals optimize

influenced at each node, and communicating nodes observe thisfor traditional metrics such as path length or energy use [10]
influence to update their own tables. Strong routing robustness is [9] [11] [12]. Proven techniques such as distance vector or link

achieved through the use of multiple paths; each packet is routed state algorithms are used to find optimal routes. Later efforts
randomly and independently. take advantage of more specific features of the network, such
as physical layer effects or various link layer statistics [15]

|. INTRODUCTION [16]. _ . . _ o
There exists relatively little work with regards to biologi-

(MANET) has been to strengthen existing approaches %ally inspired algorithms for routing in MANETs. A number

considering more detailed network properties. Early schemesnOtabIe examples exist for wired networks, each showing
' .~ a_significant performance gain over traditional approaches.
sought to adapt only to the network topology, such as findin g P g bp

. ese schemes include Ant Based Control [4] and AntNet
shortest hop path or perhaps a minimum energy path. Howe

a MANET environment is affected by many more factors th;ﬁj [2].' In genera!, mobile agents tr.ave_l the ne.twork while
updating each visited node with routing information. Another

simply changes in topology. Additional factors may includ(renajor feature is the use of stigmergy,
traffic congestion, link quality and variability, relative node The following paragraphs describe. related work in ad-hoc
mobility and local topological stability, or the effects of arouting
spicgl_clmgduljlm _accgssd(MAC) Ia;r/]e_r protocol. d q a) Mobile Ants Based Routindvlobile Ants Based Rout-
lologically inspired approach is proposed to a apt 9?1 (MABR) is introduced as the first routing algorithm for
the aggregatg effects of each of these phenomena by f'ndg%NETs inspired by social insects [3]. The approach pre-
paths c_>f maximum thr_oughput [7]. Furthermore, the propos nted in AntNet is extended to ad-hoc networks by abstracting
maintains strong routing robustness and low control traﬁ{ﬁe network into logical links and nodes based on relative
overheac_j. . . .node location. Location data is assumed from positioning
A social insect metaphor suggests a probabilistic routi vices. An optimized greedy routing algorithm is used to
algorithm. Information about the network environment, inclu rward messages between logical nodes. No performance data
ing topology, link quality, traffic congestion, etc., is determine available for this protocol at the time of this writing.
from the arrival rate of packets at each node. Packets are b) Ant-Colony Based Routing Algorithrihis algorithm

considered to route themselves and are able to influence Eﬂ?&A) presents a detailed routing scheme for MANETs

paths of others by updating routing parameters at each noley ging route discovery and maintenance mechanisms [5]
The collection of these parameters from all nodes acrogy route discovery is achieved by flooding forward ants to
th? netwc_)rk con;tltute the enwronment in which the Packeite destination while establishing reverse links to the source.
exist. This '_rerm|te enV|ronment is a representation of the gimilar mechanism is employed other algorithms such as
network environment. The interaction between packets apghpy Routes are maintained primarily by data packets as
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Agency (DARPA), and administered by the Army Research Office unda@n attempt is made to send the packet over an alternate

Emergent Surveillance Plexus MURI Award No. DAAD19-01-1-0504. Anyink. Otherwise, it is returned to the previous hop for similar
opinions, findings, and conclusions or recommendations expressed in this

publication are those of the authors and do not necessarily reflect the viéNchss_mg' A new route discovery sequence is launched if the
of the sponsoring agencies. packet is eventually returned to the source.

A recent trend in mobile wireless ad-hoc networkin



B. Structure of Paper a packet from source is delivered from previous hop. A

Section Il describes the Termite routing algorithm. Sectidt{ime indicates the updated value.

lll is a discussion of the properties of Termite. Section IV ,
details simulation results showing proof-of-concept. Section V Phs = Pps+ @)

notes the current state of the algorithm as well as the directiorg) Pheromone DecayTo account for pheromone decay.
of future work. Section VI concludes the paper. each value in the pheromone table is periodically multiplied by
the decay factore~". The decay rate is > 0. A high decay
[I. THE TERMITE ALGORITHM rate will quickly reduce the amount of remaining pheromone,
Termite is a routing protocol for mobile wireless ad-ho<\fvhIIe a low value will degrade the pheromone slowly. The

networks based on the principles of swarm intelligence [Sn_ominal phero_mone decgy interval _is one secondi this is called
This framework is used to define rules for each packet t3€ decay period. Equatiafz) describes pheromone decay.

follow, which result in emergent routing behavior. Reduced

/ _ -7
control traffic and quick route discovery and repair are addi- Pra="Pnd-e @)
tional benefits. If all of the pheromone for a particular node decays, then

As packets are dispatched from a source to a destinatighe corresponding row and/or column is removed from the
each follows a bias towards its destination while biaSiﬁSheromone table. Removal of an entry from the pheromone
its path in reverse towards its source. This bias is knowgple indicates that no packet has been received from that node
as pheromone. Pheromone is layed on the communicatigRguite some time. It has likely become irrelevant and no route
links between nodes. Packets are attracted towards strgi¥grmation must be maintained. A column (destination listing)
pheromone gradients but the next hop is always randomdyconsidered decayed if all of the pheromone in that column
decided. Following a destination pheromone trail while laying equal to a minimum value. If that particular destination is
source pheromone along the same trail increases the likgliso a neighbor then it cannot be removed unless all entries
hood of packets following that reverse path to the sourcg the neighbor row are also decayed. A row is considered
This is positive feedback. In order to prevent old routingecayed if all of the pheromone values on the row are equal
solutions from remaining in the collective network memoryg the pheromone floor.
exponential pheromone decay is introduced as negative feedNeighbor nodes must be specially handled because they
back. Pheromone increases linearly per packet, but decreasgs forward packets as well as originate packets. A decayed

exponentially over time. column indicates that no traffic has been seen which was
sourced by that node. However, a neighbor's role as traffic
A. The Pheromone Table source may be secondary to its role as a traffic relay. The

neighbor row must be declared decayed before the neighbor

Each node maintains a table tracking the amount Abde can be removed from the pheromone table

pheromone on each neighbor link. Each node has a diStm.C‘f a neighbor is determined to be lost by means of commu-

phtirompnheb scenta Th?. ttatéle Imay tt)k? V|§(ijallze<(jj ‘ZS "’:_ m?méations failure (the neighbor has left communications range),

with heighbor nodes listed along the side and destinaligly, neighbor row is simply removed from the pheromone table.

nodes listed across the top. Rows correspond to neighbors ang) Pheromone BoundsThere are three values govern-

cokjmns to_deﬁ,tmerl]tlons. ble is ref h ing the bounds on pheromone in the table. These are the
. h entry |.nt epf eromone table is re erencec_myf_iw ere pheromone ceiling the pheromone flogr and the initial

n is the neighbor index and denotes the destination index. heromone When a packet is received from an unknown

In other words, P, 4 is the amount of pheromone from nod ource, a new entry for that node is created in the pheromone

d on the link with neighbor.. table. In the case of a neighbor node, a new column and

1) Table Size:Termite's pheromone table is analogous 10 g, il pe created (neighbor nodes are also potential des-
routing table. The table can have uplYorows andD columns.  inations). If the source is not a neighbor, only a column

The number of neighbors of a nodei§ and D is the number ;g aptered into the table. Each pheromone value in the new
of destinations in the network except for the node itself. Eaghy s il be assigned the initial pheromone value. During

gell n the_ taple contains the z;_\mount of pheromong on thee course of pheromone decay, no value is allowed to fall
link to neighborn from destinationd. The table contains at ooy the pheromone floor. This allows unused nodes to be
most N - D entries, but its size ultimately depends on whicR,qjy detected. Likewise, no pheromone value is allowed to
destinations have been heard from, as well as the numbergQloay the pheromone ceiling. These bounds prevent extreme

neighbors. _ differences in pheromone from upsetting the calculation of
2) Pheromone UpdateWhen a packet arrives at a nodep ¢ hop probabilities.

the pheromone for the source of the packet is incremented by

a constant;y. The nominal value ofy is one. Only packets )

addressed to a node must be processed. A node is saidtdRoute Selection

be addressed if it is the intended next hop recipient of theUpon arrival to a node), an incoming packet with des-
packet. Section Four describes an optional promiscuous motieation d is routed randomly based on the amount &8
Equation(1) describes the pheromone update procedure wheheromone present on the neighbor linksbofA packet is



never forwarded to the same neighbor from which is was
received,p. If b has only one neighbor, ie. the node that the

TABLE |

SIMULATION PARAMETERS

packet was just received from, the packet is dropped. The simulation area 50 x 50 [meter?]
equation below details the transformation of pheromonelfor transmission range 10 [meters]
on link n, P, 4, into the probabilityp, 4, that the packet will fnhlg‘;”s:]gg;?éie 1 [Mbps]
be forwarded to:. This is the forwarding function. pheromone ceiling 10000
F pheromone floor 0.1
Pn.d = (P"’d + K) 3) rreq timeout 2 [seconds]
’ Zil\il(Pi,d + K)F 7 (decay rate) 0.105
. . decay period 1 [second]
The constantd” and K are used to tune the routing behavior Data TTL 32 [hops]
of Termite. The value ofK’ determines the sensitivity of the RREQ TTL 32 [hops]
probability calculations to small amounts of pheromone. If geReEdPT-I'FII:L 22”5232]5]
K > 0is large, then large amounts of phe_romone_ will have _to Seed period 30 [seconds]
be present before an appreciable effect will seen in the routing Hello period 1 [second]
probability. The nominal value oK is zero. Similarly,F’ > 0 RREQs per Route Request 2

may be used to modulate the differences between pheromone
amounts. For examplel’ > 1 will accentuate differences
between links, whileF' < 1 will deemphasize themf = 1
yields a simple normalization. The nominal valuefofs two.

4) Hello Packets: Hello packets are used to search for
neighbors when a node has become isolated. Hello packets
are broadcast at a regular interval until a reply is received. A
reply is sent by all nodes who hear the original hello. The node

eg/éll stop sending hello packets until the pheromone table is
again empty. Hello broadcasts may be avoided at the routing
J:EH/er by an analogous mechanism at the MAC layer.

5) Seed PacketsSeed packets are used to actively spread
a node’s pheromone throughout the network. Seeds make
a random walk through the network and serve to advertise
a node’s existence. They can be useful for reducing the
necessary number of explicit route request transactions.

C. Packet Design

There are five types of packets used by Termite. Th
are data hello, seed route request (RREQ)nd route reply
(RREP) The latter four types are control messages. Ea
packet type contains at least six fields, includiagurce
address destination addresgprevious hop address:ext hop
addressmessage identificatiomndTime-To-Live (TTL)Data
packets may contain additional fields suchdasa lengthand
bulk data

1) Data Packets:Data packets are routed normally through
the network. If a node does not know how to forward a packet,
which is the case when the node’s pheromone table does nofermite has been simulated using Opnet Technologies Inc.’s,
contain the packet’s destination, the packet is stored and>®NET Modeler [14]. A series of tests are run in order to
route request is issued. If a reply is not received within @etermine the viability of Termite as an effective scheme for
given time period,rreq timeout the data packet is droppedMANET routing. Data goodput and control overhead are the
and considered lost. primary metrics; node speed is the independent parameter.

2) Route Request PacketRoute request (RREQ) packets
are sent when a node needs to find a path to an unknown simulation Environment

destination. Route regests perform a random walk over the.. . . . -
q P Simulations are executed in scenarios containing one hun-

network until a node is found which contains some pheromora?ed nodes, lasting 600 seconds. Each node sends a packet

Lor:ifg;alre?aunedsc:rendl dcehsc;{ggfri]tg Ir?e;?t ;znd%r;cgv?lf((’):hzif:gﬂh 64 bytes of data to a randomly chosen destination, at a
. rmly y P, P .. constant rate of two per second. A perfect MAC layer model is
it arrived on. If a route request cannot be forwarded, it

dropped. Any number of RREQ packets may be sent for e '&ﬁed; a detailed IEEE 802.11b model is planned. Each scenario

route request. the exact number of which mav be tuned for ses the simulation parameters as listed in Table One. Only
€ req ’ y h8de speed is varied and is indicated in the results. The random
particular environment.

3) Route Reply PacketsOnce a route request packet isyvaypomt mobility model is used.
received by a node containing pheromone to the requested )
destination, a route reply (RREP) packet is returned to tRe Simulation Results
requestor. The RREP message is created such that the sourte order to make an initial assessment of the algorithm, data
of the packet appears to be the requested destination andgbedput and control overhead are measured against average
destination of the packet is the requestor. The reply packeide speed. Results are shown in Figure One. Data goodput
extends pheromone for the requested destination back to ighéhe fraction of successfully delivered data packets. Overhead
requestor without any need to change the way in whide measured in three ways; Bandwidth overhead is the fraction
pheromone is recorded at each node. The reply packet is roudéll transmitted bits that belong to a control packet. Packet
normally through the network by probabilistically following aoverhead is the fraction of all transmitted packets that are of
pheromone trail to the requestor. Intermediate nodes on the control type. Using these measures, packets transmitted
return path automatically discover the requested node. multiple times will be counted in each instance. Control

IIl. SIMULATION AND RESULTS
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overhead is the fraction of all sourced packets that are of the, = . o ) .
control type. Packets are only counted when they are cran}é%Ch is ten meters in this simulation. The requested destina-

and not again. tions tend to be within two hops, however higher node speeds

Figure Two shows how the average hop count of dagéjickly find the requested nodes to be farther away.

and route request packets varies with node mobility. TheFinally, an indication of network volatility is shown in
average path length of successfully delivered data packé@Ple Two. Volatility is measured by the average number of
experiences a sharp increase as the network becomes niffe State changes per second per node. A change in link
volatile. However, the path length of both successful rouféate is defined as an existing neighbor link failing, or a new
request and route rep“es remains constant and quite |0W. neighbor I|nk diSCOVered. ThIS me’[l’iC Observes the rate W|th
In order to more clearly illustrate how data packets takihich the network topology is changing from the individual

longer paths with higher node mobility, Figure Three showode perspective. The_ increase in number of link changes is
how route confidence varies against average node speed. RGRFOximately linear with average node speed.

confidence is the average probability of the next hop. In the
case of a static network, routes are extremely well established.

The average next-hop probability drops as nodes increase their 0 [m/s] | O [link changes/s]
speed. Low probability hops yield longer paths as packets are % ;:ﬁ
more likely to wander through the network; they are no longer 5 5.88
being closely guided to their destination. 10 11.25
Figure Four demonstrates the the distance of nodes being TABLE |I

requested from the requestor, with respect to average node MEAN LINK STATE CHANGES PERSECOND PERNODE
speed. The results are normalized to the transmission range,



C. Discussion V. CONCLUSION

Figure One confirms that Termite is able to perform well A routing algorithm for mobile wireless ad-hoc networks
over a variety of volatile network environments. Bandwidthas been presented. Swarm intelligence is used to build an
overhead remains constant regardless of node mobility. TEergent routing behavior. Packets probabilistically follow
is despite the fact that control overhead can become qutp@eromone trails to their destination while biasing packets
large. Packet overhead mirrors the characteristics of bandwidiihthe opposite direction. Passive route marking reduces the
overhead although it is somewhat larger. This characteristicig€d for explicit routing traffic. Nodes determine network
in stark contrast to other MANET routing algorithms wher&onditions by monitoring traffic flow and make adjustments

overhead attributed to control packets is nontrivial in gener@ their routing tables. o o
and can become a dominating factor in network resource Con_SlmulatlonS show that Termite is able to maintain reasonable

sumption [13]. Figure Two demonstrates that as the netwdiRta goodput over a variety of mobility conditions. Control
paths remain small. The reason for this is explained by Figuteveral degrees of network volatility.
Three, where data packets are quickly less confident in their
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